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1. INTRODUCTION 

1.1  Profile 

1) Team Name : MalGround 

2) Country : South Korea 

3) Member 

- Han Eol LEE 

- Tae Woo KIM 

- Han Sol KIM 

- Eun Jin JEON 

- Ji Heouk HAN 

- Jong Min KIM 

- Jong Hyeon KIM 

 

1.2  Summary of Malware 

Name Olympic_Session_V10_공지용.xls 

Size 109KB 

Characteristics Connect with attacker server 

MD5 A3EA62825308F53E8E9CCEA3D4F93C4B 

SHA-1 CAE31C5C30DA3B388204F4AF74EDF4554FC6A867 

SHA-256 663A82A81804EE35B9BFD1CFBD8743D43362554FD7F1EB985EEDB33EC3152EFC 

 

Name OlympicDestroyerer.exe 

Size 1.77MB 

Characteristics System destruction 

MD5 E47A8628CE9DDA4F31B335A79E753583 

SHA-1 6CC7C454CC3B00C7E0D12B89B941D47A5EBAA42A 

SHA-256 BC4E00970BB3FB22A21D087B59488FC806D115D51B6088B4B861FB9A04285D2E 
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1.3  Analysis Environment 

 OS Computer Name Domain 

Active Directory 

Server 

Windows Server 2008 

R2 standard x64 

Server Pyeongchang2018.com 

Victim PC Windows 7 Ultimate K 

x86 

Victim Pyeongchang2018.com 

Attacker PC Linux Kali x64  

 

- Analysis performed with the volatility 2.6 release.  
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1.4  Background 

“Olympic Destroyer: who hacked the Olympics?” 

The PyeongChang Winter Olympic Games started with a scandal: unknown hackers attacked the 

servers just before the opening ceremonies and many spectators were unable to attend the 

ceremonies as they were unable to print out tickets. 

 [Article 1] Kaspersky_180309 

 

 

 
 

[Figure 1] BBC PyeongChang cyber attack report and error screen 

 

At the opening ceremony of the PyeongChang Winter Olympics on February 9, 2018, there was a 

failure in the field of wired and wireless network systems. In succession, the official website operation 

for the transmission of the Wi-Fi service and the sale and output of the IPTV video from the main 

press center (MPC) was suspended. 

This was a hacker's cyber attack to disrupt the Olympics, and the initial route of infection was 

revealed through a spear phishing Email. It is expected that this method is intended to disrupt 

operation or operation of IT-based services by destroying systems with destructive malware. The 

malware was named the “Olympic Destroyer”. 

Based on the above actual events, we will analyze the re-intervention incidents. The parts not 

working in the “Olympic Destroyer” used at the time were modified to make them work, and the 

Email content and infection paths are reconstructed based on reality and may differ from the actual 

ones. 

 

1) [Article 1] https://www.kaspersky.com/blog/olympic-destroyer/21494/ 
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2. OVERVIEW OF THE INCIDENT 

2-1. Incident scenario 

On the eve of the opening ceremony of the 2018 PyeongChang Winter Olympic Games on 

September 24, 2018, an Email arrived from the organizing committee in front of the Olympic ticket 

manager, Mr. OOO. It means that the schedule for the Olympic Games has been updated. 

Mr. OOO checked the attached file "Olympic_Session_V10" in the mail and updated the schedule 

on the homepage. 

The next day, the official PyeongChang Olympic homepage server was shut down, and PC on the 

site were interrupted one after another. Right after the accident, the security team dumped memory 

from the PC that was believed to have been infected for the first time. 

 

 

2-2. Summary of incident 

Classification Description 

Infection path and 

method of document 

type malware 

- Downloaded document type malware by spear phishing Email 

- After PC user execute the document, connected with hacker 

server 

Attacker behavior - Using Empire(Malware platform using PowerShell script) 

1) Elevated the authority by bypassUAC module 

2) Acquisition of Credentials in Active Directory environment 

by using a Mimikatz module 

3) Inflow malware remotely by shellcode hacker injected and 

execute 

Malware feature - Through the captured Credentials, did Lateral Movement 

- After malware Lateral spread, it destroys MBR section 

Incident feature - Spread malware in Active Directory environment 

- System destroyed and unrecoverable after malware execution 
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2-3. Incident timeline 

 

 

(1) Sent a Spear Phishing Email with document type malware attached to Olympic ticket manager 

 

<Translated Email Content> 

Title: Olympic games schedule 

Attached File: Olympic_Session_v10_for Notice.zip 

 

Hello, this is PyeongChang Olympic Organizing Committee. 

The Olympic Games schedule was updated on December 11 as Ver10. 

Please confirm the contents of the attached file and inform all those who reserved the 

ticket. 
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You can check the details of the game schedule, such as the date, start time, and end time 

of tickets you have booked from the [Match / Price Info] menu of the admission website. 

The attachment file password is pyeongchang2018. 

Thank you. 

- PyeongChang Olympic Organizing Committee - 

 

(2) When the document file attached to the Email is downloaded and viewed, malicious code 

contained in the document file is executed and connected to the server of the hacker. 

(3) Hacker acquires AD Environment Credentials of Bot using Empire 

↳ Module used: bypassUAC, Mimikatz 

(4) Inflow Malware(Olympic Destroyer) 

↳ ShellCode used 

(5) Malware Spread by Credentials and executing itself 

(6) Destroy System(MBR Section Destroy) 
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3. INCIDENT ANALYSIS 

3.1 Method of malware infection 

The attacker sent a spear phishing Email with a malicious document file to Olympic ticket 

manager. The user is connected to the attacker's server when viewing the file.  The attachment is 

a compressed file that encrypted MS Excel file (.xls) and the password is written in an Email. 

 

[Figure 2] Compressed file attached to spear phishing Email(ZIP) 

 

 

[Figure 3] Part of “Olympic_Session_V10_공지용.xls” 

The content of the Email is that the schedule of the game has changed, so the ticket manager 

who is the target of the attack has no choice but to view it. 
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3.2 In-depth analysis 

As shown below, operationg system information was identified by using "imageinfo" plugin. 

 

[Figure 4] imageinfo 

As a result of identification, victim’s PC was running a Windows 7 32bit operating system, and since 

there are two fields related to KPCR, victim’s PC has two central processing units. 

 

After identifying the operating system according to NIST 800-86 and IETF RFC 3227, the result of 

checking the start time of processes are divided into four major parts as shown below. 

 

[Figure 5] Process Start Time Part 1 



2018 Volatility Analysis Contest  

11 

 

It can be expected that the basic processes are loaded since the term of processes start time is 

relatively short 2018-04-28 22:18:26 to 2018-04-28 22:23:56 and most of process’s name is windows 

basic process. 

 

[Figure 6] Process Start Time Part 2 

The second time, between 2018-09-23 06:22:49 and 2018-09-23 06:33:30. It can see the spool 

sv.exe which is a process Windows basic process and armsvc.exe which is a process related to 

Adobe Reader which is Adobe’s product. And can’t identify distinct features. 

 

[Figure 7] Process Start Time Part 3 

Compared with the processes start time shown in [Figure 6], It can be confirmed that the 

execution was performed at intervals of about 50 minutes. 

 

[Figure 8] Process Start Time Part 4 

Compared with the time zone in [Figure 7], there are about 9hour intervals and there are many 

suspicious parts. 
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[Figure 9] Remarkable processes 

[Figure 9] shows the first thing that stands out the overall result of the pslist, and It can be 

confirmed that processes are terminated as soon as it is started, as you can get enough suspicion. 

- Ocxip.exe (Start : 2018-09-23 16:16:56 UTC+0000, Exit : 2018-09-23 16:16:56 UTC+0000) 

- Teikv.exe (Start : 2018-09-23 16:16:56 UTC+0000, Exit : 2018-09-23 16:16:56 UTC+0000) 

- Cmd.exe (Start : 2018-09-23 16:28:51 UTC+0000, Exit : 2018-09-23 16:28:51 UTC+0000) 

- Conhost.exe(Start : 2018-09-23 16:28:51 UTC+0000, Exit : 2018-09-23 16:28:51 UTC+0000) 

 

Usually, if a process terminated immediately after it is started, the possibility that the process has 

committed malicious activity is usually very high and should be the focus of analysis. 
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[Figure 10] Checking OlympicDestroyer 

Before execution of remarkable processes in [Figure 9], It can be confirmed that suspicious 

process name of “OlympicDestroyer” which has a pid 3528, and as you can see in below, three 

child processes are created. 

 

[Figure 11] Checking child processes 

The list of Child processes of OlympicDestroyer is as follows. 

- Ocxip.exe (PID 3340, PPID 3528) 

- Teikv.exe (PID 1648, PPID 3528) 

- _xut.exe (PID 2432, PPID 3528) 

It is difficult to judge that the process names of the above processes to have a special meaning, 

and It can infer that processes name are created randomly by OlympicDestroyer, and since _xut.exe 

is currently active, the processes were extracted and checked the data as shown below. 

 

 

[Figure 12] Extracting _xut.exe 
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[Figure 13] Process tree and Timeline 

 

After performing the extraction process as above, the malicious behavior as shown below was 

checked by using "string" command. 

 

[Figure 14] Checking malicious behavior 

1. All the Volume Shadow Copy are deleted using vssadmin.exe 

2. All the Windows Backup Catalog are deleted using wbadmin.exe 

3. Windows Error Recovery Alert and Recovery mode are disabled using Bcdedit.exe 

4. Disable windows error recovery alerts and recovery mode using bcdedit.exe 

5. Delete System and Security log using wevtutil.exe 

 

It can be confirmed that the attacker intends to disturb availability of victim’s PC by removing 

system’s available recovery means, and The OlympicDestroyer currently active was extracted in order 

to confirm additional activity as shown below. 
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[Figure 15] Extracting OlympicDestroyer 

As shown in [Figure 14], The string value in the binary was checked by using the strings command, 

and remarkable points of the result were as below. 

 

 

[Figure 16] Checking malicious activity 

As shown in [Figure 16], you can see “ping 0.0.0.0 > nul” and this command is a type of activity to 

earning time, and It can be shown that attacker delete the evtchk.txt. 

Also, it can be confirmed that attacker attempt to lateral movement using LDAP(Lightweight 

Directory Access Protocol) and WQL(Windows Query Language). “SELECT ds_cn FROM 

ds_computer” query shows the value of all the system in Active Directory. 
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[Figure 17] Checking accounts information 

In addition, it can be assumed that the attacker obtained the credentials in advance and put them 

in the code because the data in binary is similar with account information. 

Then, OlympicDestroyer was confirmed that a child process of powershell.exe  

 

 

[Figure 18] Checking processes correlation 

Through processes correlation, OlympicDestroyer was checked that it was executed by 

powershell.exe. And characteristic of such an attack using powershell is mainly use to lateral 

movement and it can RCE, Credentials/Password dumping, reverse shell, code/DLL Injection, and 

Toolkits that provide this functionality include powershell Empire, PowerSploit and MetaSploit. 

Also, it has a characteristic that powershell is combined with WMI, frequently it used to remote 

execution on the attacker by calling Win32_Process Create method. 
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[Figure 19] Checking WmiPrSE.exe 

The result of checking powershell’s PPID that has a characteristic that combining with WMI, it could 

be confirmed that WmiPrvSE.exe is residing that providing WMI service. As OlympicDestroyer was 

run by powershell, and after checking the information about the powershell related network 

connection considering remote control, the following results were obtained. 

 

 

[Figure 20] Checking network artifacts though powershell 

As a result, the network was connected at the point of time when the process of powershell.exe 

was created, 2018-09-23 07:25:51, 8 seconds after 2018-09-23 07:25:59. 

After running powershell.exe, it is possible to expect that the OlympicDestroyer is dropped on 

victim’s PC over the network. 

 

[Figure 21] Checking command prompt 

Normally, cmd.exe, which should operate as a child process of explorer.exe, was enough to buy 

suspicions because it was running under vmtoolsd.exe. The result of using “consoles” to check the 

command that was issued at the command prompt is as follows. 
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[Figure 22] Result of “consoles” 

The conhost.exe is played a role of handling input commands at the command prompt. Through 

the consoles, trace of running powershell can be shown from the command prompt.  

In addition, you can see that OSPPSVC.EXE is running as shown below in the process just before 

powershell is executed. 

 

[Figure 23] Checking execution of OSPPSVC.EXE 

The OSPPSVC.EXE is a process that provides Microsoft Office services, you can see that 

powershell.exe is running after OSPPSVC.EXE is run at 2018-09-23 07:25:32 during the time the 

process resides, it can be assumed that OSPPSVC.EXE acts as a launcher to launch powershell. 

In addition, it is highly likely that the type of document malware is malicious code when the office 

is executed Also, malicious act started when the office was running, thus Document type macro is 

likely to be malicious code. 
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To proceed analyze as shown below, process was extracted. 

 

[Figure 24] Extracting OSPPSVC.EXE 

 

After extracting, the result of checking binary data using strings are same as shown below. 

 

[Figure 25] Checking encoded string data 

It is difficult to recognize, but one thing that you should know for sure is that it is a string that 

nomally does not exist. 

Malfind and apihooks used in order to investigate additional behavior. As a result, It could be 

confirmed traces related to the suspicious behavior of code injection and API hooking as below. 

However, for detailed analysis, static analysis of malicious code through IDA need. 
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[Figure 26] Result of “malfind” 

Malfind can be used to identify pages that are suspected to be code-injected as above, but malfind 

is expected to require additional functionality improvements due to high false positives. 

To investigate the additional functionality of OlympicDestroyer, apihooks was used as below. 

 

[Figure 27] Result of “apihooks” 
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As a result of confirming the information using apihooks, it can be confirmed that the user mode 

IAT is hooked, and that the function of fetching the name of the network domain controller is 

performed by hooking the NetGetDCName function. 

 

The analysis I have conducted is as follows. The overall contents are as follows. 

1. 2018-09-23 07:25:32 Office document type malicious code execution 

2. As it executes, powershell.exe is created, which downloads OlympicDestroyer 

3. As OlympicDestroyer runs, the processes ocxip.exe, teikv.exe, and _xut.exe are created as 

child processes 

4. As a result of analysis of _xut.exe, you can check for malicious behavior that deletes all the 

information related to backup 

5. As a result of examining the string value of OlympicDestroyer, we confirm the traces 

estimated as lateral movement 

6. After looking at the string in OSPPSVC.EXE, you can see the encrypted data, which can be 

guessed as C & C connecting with the hacker 
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4. DIAGRAM 
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5. WHY THE SUBMISSION SHOULD WIN THE CONTEST 

 

[Figure 28] Searching for Fileless Malware in Google Trends 

 

Fileless malware is malware that does not store its body directly onto a memory. As you can see 

in [Figure 28] above, this type of malware became more popular in 2017 because of the increasing 

complexity of its detection and remediation. As a result, memory analysis become more important.       

So we reconstruct the malware called “Olympic Destroyer” that appeared at the opening ceremony 

of the 2018 PyeongChang Olympics. In response to recent trends in malware, we have reproduced 

“Olympic Destroyer” using a representative fileless attack shellcode and an attack framework, Empire. 

And we found traces of it by using various modules provided by Volatility. 

“Olympic Destroyer” is used in the actual situation. But at that time, it did not work properly due 

to some errors. We modified it to make it work properly and created using the latest trend, fileless 

attack scenario.  

This analysis is of great value because it was reconstructed according to recent trends using 

malicious code that was actually used. 

 


