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Win7SP1x64 after a fresh start (no RDP connections to the system)

D:\volatility-2.5>python vol.py --profile=Win7SP1x64 -f "D:\fresh-boot.raw" rdpkeys
Volatility Foundation Volatility Framework 2.5

ERROR

¢ volatility.

debug

: Please specify a dump directory (--dump-dir)

D:\volatility-2.5>python vol.py --profile=Win7SP1x64 -f "D:\fresh-boot.raw" rdpkeys -D D:\dump
Volatility Foundation Volatility Framework 2.5
Type Length Name

RC4
RC4
ERROR

1340 L$HYDRAENCKEY_28adab6da-d622-11d1-9cb9-00c04fbl6e75
380 L$HYDRAENCKEY_52d1ad@3-4565-44f3-8bfd-bbb0591f4b9d

: volatility.

D:\volatility-2.5>

Verbose:

debug

[']

Unable to find Machine Keys in Cache Manager

D:\volatility-2.5>python vol.py --profile=Win7SP1x64 -f "D:\fresh-boot.raw" rdpkeys -D D:\dump -v
Volatility Foundation Volatility Framework 2.5
Type Length Name

Extracting LSA Secrets...

Done.

Extracting DPAPI Master Keys...

Found a Master Key: \Device\HarddiskVolumel\Windows\System32\Microsoft\Protect\S-1-5-20\37359665-d20d-4c78-b3f5-ab

Extracted from Cache Manager: 37359665-d20d-4c78-b3f5-abf653e9519F
Found a Master Key: \Device\HarddiskVolumel\Windows\System32\Microsoft\Protect\S-1-5-18\User\f22e410f-f947-4e08-8f

Extracted from Cache Manager: f22e410f-f947-4e08-8f2a-8f65df603f8d

Found an RC4 key: L$HYDRAENCKEY_28adabda-d622-11d1-9cb9-00c04fbl6e75

Successful DPAPI decryption

Converted to PEM

Written to file: D:\dump\L$HYDRAENCKEY_ 28ada6da-d622-11d1-9cb9-00c04fbl6e75.pem

1340 L$HYDRAENCKEY_ 28ada6da d622-11d1-9cb9-00c04fbl6e75

Found an RC4 key: L$HYDRAENCKEY_52d1ad@3-4565-44f3-8bfd-bbb8591f4b9od

Successful DPAPI decryption

Converted to PEM

Written to file: D:\dump\L$HYDRAENCKEY_ 52d1ad@3-4565-44f3-8bfd-bbb0591f4b9d.pem

380 L$HYDRAENCKEY_52d1ad@3-4565-44f3-8bfd-bbb0591f4b9d

INFO : volatility.debug [*]
INFO : volatility.debug [+]
INFO : volatility.debug [*]
INFO : volatility.debug [*]
F653e9519f

INFO : volatility.debug [+]
INFO : volatility.debug [*]
2a-8f65df603f8d

INFO : volatility.debug [+]
INFO : volatility.debug [*]
INFO : volatility.debug [+]
INFO : volatility.debug [+]
INFO : volatility.debug [+]
RC4

INFO : volatility.debug [*]
INFO : volatility.debug [+]
INFO : volatility.debug [+]
INFO : volatility.debug [+]
RC4

INFO : volatility.debug [*]
ERROR : volatility.debug [']

D:\volatility-2.5>

Extracting Machine Keys to identify the private SSL key...
Unable to find Machine Keys in Cache Manager
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Win7SP1x64 after an RDP connection attempt to the system

D:\volatility-2.5>python vol.py --profile=Win7SP1x64 -f "D:\post-connection-attempt.raw" rdpkeys -D D:\dump
Volatility Foundation Volatility Framework 2.5
Type Length Name

SSL 1340 f686aace6942fb7f7ceb231212eef4ad_8062fa51-cca7-47ae-8c5b-044d913ded78

D:\volatility-2.5>

Verbose:

D:\volatility-2.5>python vol.py --profile=Win7SP1x64 -f "D:\post-connection-attempt.raw" rdpkeys -D D:\dump -v
Volatility Foundation Volatility Framework 2.5
Type Length Name

INFO : volatility.debug [*] Extracting LSA Secrets...

INFO : volatility.debug : [+] Done.

INFO : volatility.debug : [*] Extracting DPAPI Master Keys...

INFO : volatility.debug : [*] Found a Master Key: \Device\HarddiskVolumel\Windows\System32\Microsoft\Protect\S-1-5-18\bdeda®75-d6ce-4993-9236-c8
112283998

INFO : volatility.debug [+] Extracted from Cache Manager: bdeda®75-d6ce-4993-9236-c811f12a83998

INFO : volatility.debug [*] Found an RC4 key: L$HYDRAENCKEY_28ada6da-d622-11d1-9cb9-00c04fbl6e75

WARNING : volatility.debug : [-] Failed DPAPI decryption, none of the recovered Master Keys matched.

INFO : volatility.debug : [*] Found an RC4 key: L$HYDRAENCKEY_52d1ad@3-4565-44f3-8bfd-bbb8591f4b9od

WARNING : volatility.debug : [-] Failed DPAPI decryption, none of the recovered Master Keys matched.

INFO : volatility.debug : [*] Extracting Machine Keys to identify the private SSL key...

INFO : volatility.debug : [*] Found a SSL key: \Device\HarddiskVolumel\ProgramData\Microsoft\Crypto\RSA\MachineKeys\f686aace6942fb7f7ceb231212ee
f4a4_8062fa51-cca7-47ae-8c5b-044d913de4d78

INFO : volatility.debug : [+] Extracted from Cache Manager: f686aace6942fb7f7ceb231212eef4ad_8062fa51-cca7-47ae-8c5b-044d913de4d78

INFO : volatility.debug : [+] Successful DPAPI decryption

INFO : volatility.debug : [+] Converted to PEM

INFO : volatility.debug : [+] Written to file: D:\dump\f686aace6942fb7f7ceb231212eef4ad_8062fa51-cca7-47ae-8c5b-044d913ded78.pem

SSL 1340 f686aace6942fb7f7ceb231212eef4ad_8062fa51-cca7-47ae-8c5b-044d913ded78
D:\volatility-2.5>
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Win7SP1x64 after an RDP logon to the system

D:\volatility-2.5>python vol.py --profile=Win7SP1x64 -f "D:\post-logon.raw" rdpkeys -D D:\dump
Volatility Foundation Volatility Framework 2.5

Type Length Name

RC4 1340 L$HYDRAENCKEY_28adabda-d622-11d1-9cb9-00c04fbl6e75

RC4 380 L$HYDRAENCKEY_52d1ad@3-4565-44f3-8bfd-bbb0591f4b9d

SSL 1340 f686aace6942fb7f7ceb231212eefdad_8062fa51-cca7-47ae-8c5b-044d913ded78

D:\volatility-2.5>

Verbose and PVK:

D:\volatility-2.5>python vol.py --profile=Win7SP1x64 -f "D:\post-logon.raw" rdpkeys -D D:\dump --pvk -v
Volatility Foundation Volatility Framework 2.5
Type Length Name

INFO : volatility.debug [*] Extracting LSA Secrets...

INFO : volatility.debug [+] Done.

INFO : volatility.debug [*] Extracting DPAPI Master Keys...

INFO : volatility.debug [*] Found a Master Key: \Device\HarddiskVolumel\Windows\System32\Microsoft\Protect\S-1-5-18\bdeda@75-d6ce-4993-9236-c8
1f12a83998

INFO : volatility.debug [+] Extracted from Cache Manager: bdeda®75-d6ce-4993-9236-c81f12a83998

INFO : volatility.debug [*] Found a Master Key: \Device\HarddiskVolumel\Windows\System32\Microsoft\Protect\S-1-5-20\37359665-d20d-4c78-b3f5-ab
£653e9519F

INFO : volatility.debug : [+] Extracted from Cache Manager: 37359665-d20d-4c78-b3f5-abf653e9519f

INFO : volatility.debug : [*] Found a Master Key: \Device\HarddiskVolumel\Windows\System32\Microsoft\Protect\S-1-5-18\User\f22e410f-f947-4e08-8f
2a- 8f65df603f8d

INFO : volatility.debug : [+] Extracted from Cache Manager: f22e410f-f947-4e08-8f2a-8f65df603f8d

INFO : volatility.debug : [*] Found an RC4 key: L$HYDRAENCKEY_28ada6da-d622-11d1-9cb9-00c04fblee75

INFO : volatility.debug : [+] Successful DPAPI decryption

INFO : volatility.debug : [+] Written to file: D:\dump\L$HYDRAENCKEY_ 28ada6da-d622-11d1-9cb9-00c04fbl6e75.pvk

INFO : volatility.debug : [+] Converted to PEM

INFO : volatility.debug [+] Written to file: D:\dump\L$HYDRAENCKEY_28ada6da-d622-11d1-9cb9-00c04fbl6e75.pem

RC4 1340 L$HYDRAENCKEY_. 28ada6da d622-11d1-9cb9-00c04fbl6e75

INFO : volatility.debug : [*] Found an RC4 key: L$HYDRAENCKEY_52d1ad@3-4565-44f3-8bfd-bbb8591f4b9od

INFO : volatility.debug : [+] Successful DPAPI decryption

INFO : volatility.debug : [+] Written to file: D:\dump\L$HYDRAENCKEY_52d1ad@3-4565-44f3-8bfd-bbb@591f4b9d.pvk

INFO : volatility.debug : [+] Converted to PEM

INFO : volatility.debug : [+] Written to file: D:\dump\L$HYDRAENCKEY_ 52d1ad@3-4565-44f3-8bfd-bbb0591f4b9d.pem

RC4 380 L$HYDRAENCKEY_52d1ad@3-4565-44f3-8bfd-bbb8591f4b9d

INFO : volatility.debug : [*] Extracting Machine Keys to identify the private SSL key...

INFO : volatility.debug : [*] Found a SSL key: \Device\HarddiskVolumel\ProgramData\Microsoft\Crypto\RSA\MachineKeys\f686aace6942fb7f7ceb231212ee
f4a4_8062fa51-cca7-47ae-8c5b-044d913de4d78

INFO : volatility.debug : [+] Extracted from Cache Manager: f686aace6942fb7f7ceb231212eef4ad_8062fa51-cca7-47ae-8c5b-044d913de4d78
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INFO : volatility.debug : [+] Successful DPAPI decryption

INFO : volatility.debug : [+] Written to file: D:\dump\f686aace6942fb7f7ceb231212eef4ad_8062fa51-cca7-47ae-8c5b-044d913ded78. pvk
INFO : volatility.debug : [+] Converted to PEM
INFO : volatility.debug : [+] Written to file: D:\dump\f686aace6942fb7f7ceb231212eef4ad_8062fa51-cca7-47ae-8c5b-044d913ded78.pem

SSL 1340 f686aace6942fb7f7ceb231212eef4ad_8062fa51-cca7-47ae-8c5b-044d913ded78

D:\volatility-2.5>
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WinXPSP3x86 after enabling RDP on the host (no connections to the system)

D:\volatility-2.5>python vol.py --profile=WinXPSP3x86 -f "D:\winxp.raw" rdpkeys -D D:\dump
Volatility Foundation Volatility Framework 2.5
Type Length Name

RC4 380 L$HYDRAENCKEY_28ada6da-d622-11d1-9cb9-00c04fbl6e75

D:\volatility-2.5>

Verbose:

D:\volatility-2.5>python vol.py --profile=WinXPSP3x86 -f "D:\winxp.raw" rdpkeys -D D:\dump -v
Volatility Foundation Volatility Framework 2.5
Type Length Name

INFO : volatility.debug : [*] Extracting LSA Secrets...

INFO : volatility.debug : [+] Done.

INFO : volatility.debug : [+] Found an RC4 key: L$HYDRAENCKEY_28ada6da-d622-11d1-9cb9-00c04fbl6e75

INFO : volatility.debug : [+] Converted to PEM

INFO : volatility.debug : [+] Written to file: D:\dump\L$HYDRAENCKEY_ 28ada6da-d622-11d1-9cb9-00c04fbl6e75.pem
RC4 380 L$HYDRAENCKEY_28adab6da-d622-11d1-9cb9-00c04fbl6e75

D:\volatility-2.5>
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Decrypting RDP session with Wireshark 2.0 on Windows
1. Open the PCAP.

Telephony Wireless Tools Help

File Edit View Go Capture Analyze Stati

dam 2@ LORE Qe EFEO)FQAQAQAE
(WTApply a display filter ... <Ctrl-/> 3 -] Bxpression... + EXE dirondir direxeordat cmd/ DirfType  »
No. Time Source Destination Destination Port Protocol Length New Column ad
12016-07-14 11:28:06.. 192.168.0.2 192.168.0.1 3389 TCP 66 49164 > 3389 [SYN] Seq=0 Win=8192 Len=e..
32016-07-14 11:28:06.. 192.168.0.2 192.168.0.1 3389 TcP 54 49164 > 3389 [ACK] Seg=1 Ack=1 Win=6570..
42016-07-14 11:28:06.. 192.168.0.2 192.168.0.1 3389 TCcP 73 49164 > 3389 [PSH, ACK] Seg=1 Ack=1 Win..
52016-07-14 11:28:06.. 192.168.0.1 192.168.0.2 49164 TcP 60 3389 > 49164 [ACK] Seg=1 Ack=20 Win=655..
6 2016-07-14 11:28:06.. 192.168.0.1 192.168.0.2 49164 TcP 73 3389 > 49164 [PSH, ACK] Seq=1 Ack=20 Wi..
7 2016-07-14 11:28:06.. 192.168.0.2 192.168.0.1 3389 Tcp 5449164 > 3389 [ACK] Seq=20 Ack=20 Win=65..

07012 A7 44 114.70.00 101 10 A A 100 1c0 o a 2200 Ten 173 4014 . 2200 IDELL__ACK] Con 20 Acl 20 LL

> Frame 1: 66 bytes on wire (528 bits), 66 bytes captured (528 bits)

> Ethernet II, Src: Vmware_96:cl:e4 (00:0c:29:96:cl:e4), Dst: Vmware_50:a5:be (00:0c:29:50:a5:be)
> Internet Protocol Version 4, Src: 192.168.0.2, Dst: 192.168.0.1

3

0000
0010
0020
0030
0040

00 @c 29 50 a5 be 00 Oc
00 34 02 9f 40 00 80 06
00 01 c@ Oc @d 3d ec 7c
20 00 81 7a 00 00 02 04
04 02

29 96 cl e4 08 00 45 00
00 00 cO a8 00 02 c0 a8
e6 64 00 00 00 00 80 02
05 b4 01 03 03 02 01 01

[~ N

win7x32_to_win7x32

|| Packets: 393 - Displayed: 393 (100.0%) - Load time: 0:0.14 || Profile: smb2

2.

Follow the stream of your RDP session: right click on a packet within the RDP session, and select “Follow -> TCP Stream”.
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............................ 4.. ieeeeeea.aPooon. WowHOL L {.n....a0V.m(k..9F[.Y..r...../.5... |«
2.8....... . 192.168.0.1..........
.................. >...F..WwG.X........q...;.P..0ma.....( .(..~..M..n.Y...
D)ot io 000 oRa)) oWk o Doonoonconos DoodYonooanacans ".jD...B..... ,T0

i - *_H.. |
.....0.1.0...U....WIN-B85AAA7ST4UO. .
1607130817477.

3. Close the TCP stream’s window, click on a packet destined to the server (“destination port” is 3389, in this example), right click and select “Decode
As...”, change the value of the port to 3389 and the protocol to SSL.

M Wireshark - Decode As... 7

— __B o - o i 3 W s
| —
i Field Value 'Ilpe Default Current I
TCP port J~ (3389 v htegenba&" (none) [SSL I v
a

4. Select a packet that in the Protocol field says “TLSv1”, right click it and choose “Protocol Preferences -> RSA keys list...”.
5. Check that the RDP session you’re looking at didn’t use Diffie Hellman (DH) key exchange. That’s because you can’t decode sessions with DH key
exchange.
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Destination Destination Port Protocol Length New Column

No. Time Source
8 2016-07-14 11:28:08.. 192.168.0.2 192.168.0.1 3389 TLSv1 i Hello
9 2016-07-14 11:28:08.. 192.168.0.1 192.168.0.2 49164 TLSv1 I 889 Server Hello, Certificate, Server Hello Donel
10 2016-07-14 11:28:08.. 192.168.0.2 192.168.0.1 3389 TLSv1 1ent Key Exchange, ange Cipher Spec, tncr

> Frame 9: 889 bytes on wire (7112 bits), 889 bytes captured (7112 bits)
> Ethernet II, Src: Vmware_50:a5:be (00:0c:29:50:a5:be), Dst: Vmware_96:cl:e4 (00:0c:29:96:cl:e4)

> Internet Protocol Version 4, Src: 192.168.0.1, Dst: 192.168.0.2
Transmission Control Protocol, Src Port: 3389 (3389), Dst Port: 49164 (49164), Seq: 20, Ack: 139, Len: 835

4 Secure Sockets Layer
4 TLSv1 Record Layer: Handshake Protocol: Multiple Handshake Messages
Content Type: Handshake (22)
Version: TLS 1.0 (0x0301)
Length: 830
4 Handshake Protocol: Server Hello
Handshake Type: Server Hello (2)
Length: 70
Version: TLS 1.0 (0x0301)
> Random
Session ID Length: 32
PO

10 ah200000700ba024dc0h2600250050404200061220h18d5e3

Cipher Suite: TLS_RSA WITH_AES_256_CBC_SHA (0x0035)
T TT (0)
> Handshake Protocol: Certificate
> Handshake Protocol: Server Hello Done

Add a key with the following properties: RDP server’s IP, the RDP server’s port, “tpkt” (case-sensitive) and file path to the PEM file. You can leave the

Password field empty.

‘ SSL Decrypt ‘ @ XY

IP address Port Protocol Key File Password
192.168.0.1 3389 tpkt D:/rdp_keys/x509.pem

7. Once you confirmed the key details, right click on any of the packets with the protocol field as “TLSv1” and select “Follow -> SSL Stream” and you should

get decrypted RDP session.
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M Wireshark - Follow SSL Stream (tcp.stream eq 0) - win7x32_to_win7x32 - R R LR «b@u

LW.I.N. 5.A
NTLMSSP. - oo F.F
_|W.I.N.-.B.8.5.A.A.A.
(Zalr

-.B

VeSalo
4.U.a.d.m.i.n._.u.s.e.r.B.A.D.B.0.Y.-.P.C ccoodlaconcoson Bocooooooo Bl..u.........W.I.N.-.B.8.5.A.A.A.
.8.5.A.A.A.7.5.T.4.U. W.I.N.-.B.8.5.A.A.A.7.5.T.4.U
#
S
........ E~w.
.|.$<.E.y.00..
. - gX5..]1]>H...b.8.ix... .g..
PR o ...0...@..F...n..Bo.ooide = LWL L {lw] L L THLURL L
3u..... h/..h. @ q9} d ...... Ni7....U...Zl+ ph.7 1 .{

2 chient pkt(s), 2 server pkt(s), 3 turns.
Entire conversation (1467 bytes) V] Show data as
Find: Find Next

[Hide thisstream] [ Print ] [ Save as... ] [ Close ] I Help ]

8. That’sit, it worked. Now you’re confident you can replay the session.
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